
Executive impersonations are a popular attack method for cybercriminals. Secret deals, urgent transactions 
and unusual money transfers are just a few of the fraud scenarios businesses face daily.

Sometimes, employees may only get a “single moment of doubt” — one chance to stop the fraud before the 
cybercriminal begins applying pressure to the targeted victim.

CYBER CRIMINALS LEVERAGE:
u	AUTHORITY BIAS (people follow directions from leadership)

u	URGENCY (reduces critical thinking)

u	 FEAR OF CONSEQUENCES (not wanting to disappoint executives)

EMPLOYEES SHOULD FEEL EMPOWERED TO QUESTION  
UNUSUAL REQUESTS. WHEN IN DOUBT S.T.O.P.
S - SLOW DOWN, DON’T RUSH.

T - THINK ABOUT THE REQUEST. IS THIS NORMAL?

O - OBSERVE FOR RED FLAGS.

P - PROCEED ONLY AFTER VALIDATING THE REQUEST 
USING TRUSTED CONTACT INFORMATION.

Fraud Is On The Rise;  
Is Your Company Prepared?
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Awareness is your best defense against fraud.

REMEMBER:
Executive impersonations 

can be conducted through a 
phone call, text message, or 

email. Cybercriminals may use 
multiple contact methods to 
create urgency and pressure 
employees into taking action.


